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(54) System for filtering data utilizing electronic watermark 



(57) A filtering device (60) for connecting an internal 
network (10) with an external network (20) has a deter- 
mination unit (62) for determining whether a data trans- 
fer is enabled or disabled. When data is transferred be- 



tween the two networks (10, 20), the determination unit 
(62) determines whether or not the data transfer satis- 
fies conditions defined by the contents of an electronic 
watermark (64) included in the data. The data transfer 
is enabled when it satisfies the conditions. 
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1. Claims: 1-6 

conditional transfer of data between an internal network and 
an external network , comprising the step of determining 
whether the data transfer is enabled or disabled by 
examining whether the data transfer satisfies conditions 
defined by the contents of an electronic watermark included 
in the data. 



2. Claims: 7-13 

processing a transfer of data to an information processing 
device, comprising the steps of: 

executing a data transfer to an information processing 
device existing on a different network from a network on 
which said information processing device exists; and 

displaying in said information processing device that the 
transfer of the certain data has failed when certain data 
has not been transferred on the basis of particular 
information contained in the data. 
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